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Call for Papers
The enforcement of security and privacy notions are widely considered as the
main barriers for the design and development of IoT-enabled scenarios. With
the massive deployment of wireless communication technologies and the
integration of IA techniques, IoT devices are becoming more autonomous and
pervasive in our surrounding environment. This aspect will be reinforced with
the integration of 5G technologies to realize a data-driven society. In this
context, current digital and physical infrastructures will be the target of
potential attackers, in order to get access to the information provided by such
devices. This trend toward hyperconnectivity also means an increase of
security and privacy risks, since IoT systems will often operate on behalf of
their owners by disclosing potentially sensitive data. The impact of these risks
could have safety implications in case of proper mechanisms are not in place.
These concerns must be tackled by joint efforts involving manufacturers,
regulatory bodies, policy makers and end users to increase trust in the future
digital society. For that reason, there is a need to develop joint strategies
addressing the identification and mitigation of security and privacy risks to
promote the deployment of IoT systems on a broad scale.
This workshop is aimed to bring together experts from different EU projects
and the Internet of Things Research Cluster (IERC) that are working in crosslayer issues in the areas of user-centric security, privacy and trust in the IoT.
The goal is to present the recent results to the research community, the
industry and standardisation bodies and exchange ideas for joint research
activities in the future. Finally, the threats of the IoT for the citizens will be
identified analysed, discussing also how the results of the projects can help
mitigating these threats.
The technical topics of interest include, but are not limited to:
•
Security and privacy challenges of interoperable and usable IoT
•
Lightweight IoT security protocols and architectures
•
Privacy enhancing and anonymization techniques in IoT
•
Trust and identity management in IoT
•
Privacy data protection in Smart Cities applications
•
Secure discovery and authentication in IoT
•
IoT security lifecycle and Data Governance models
•
Security and privacy framework for IoT platforms
•
Case studies of new or existing IoT security technologies
•
Novel architectures, protocols, and applications for security and
interoperability
•
Testbeds, and experimental results in IoT domains
•
Blockchain-based identity management and access control systems
•
Smart contracts for enhancing trust and security in IoT
•
Security and privacy aspects on the integration of LPWAN in IoT
systems
•
Incentive mechanisms for enhancing security and privacy
•
Cognitive Systems for IoT platforms
•
Formal models to represent IoT systems, attacks and vulnerabilities
•
Automated IoT security testing
•
Security certification and standardization activities
This workshop is supported by EU projects IoTCrawler, Fed4IoT, ENACT,
SOFIE, CHARIOT. OLYMPUS

